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INTRODUCTION

This guide arises from the ongoing development and implementation of privilege management
infrastructures (PMIs) within the healthcare environment. The healthcare environment supported by
this guide is enterprise-wide and extends beyond traditional borders to include external providers,
suppliers, and other healthcare partners. This guide supports privilege management within distributed
computing as well as service-oriented architecture environments. This guide supports a distributed
security environment in which security is also a distributed service.

The healthcare sector is continually improving the delivery of care by leveraging technical advances
in computer-based applications. Health professionals are increasingly accessing multiple applications
to schedule, diagnose, and administer patient care. These disparate applications are typically
connected to a common network infrastructure that typically supports patient, business, and
nonbusiness services, communications, and protocols. Because increased access is made possible
through a common network infrastructure, secure access to these distributed, and often loosely
coupled applications, is even more important than when these applications were accessed as
stand-alone devices.

Secure access to legacy computer-based healthcare applications typically involves authentication of
the user to the application using single-factor identification, such as a password, or multifactor
identification, such as a password combined with a token or biometric devices. After authentication,
the application determines the authority that user may have to use aspects of the application.
Determining the level of authority a user has is typically done, if at all, by each application. The
application may restrict operations (such as read, write, modify, or delete) to an application-specific
group or role affiliation. Authenticated users are frequently associated with groups or roles using a
local database or flat file under the control of an application administrator.

The use of a local mechanism for authorization creates a patchwork of approaches difficult to
administer centrally across the breadth of a healthcare enterprise. That is, the software logic
determining authorization is distinctive to each application. In some cases, applications can be adapted
to use a network database that contains a trusted source of name-value pairs. This information allows
applications to determine the user’s group or role affiliation. This approach permits centralized control
over a shared user base. However, the resulting granularity of control over user authorization is coarse
and shall be interpreted by each application specialist. Granularity of user authority can only be
improved by increasing the number of application-specific groups or roles in the shared database.
Storing information specific to each application causes exponential growth of roles per user and results
in provisioning difficulties. The better solution is to associate industry standard permissions to users.
Each application can examine the permissions listed for a user and determine their level of
authorization regardless of their group affiliation within the healthcare organization.

The resulting system is a PMI. By the nature of the problem, the privileges shall be defined in an
industry standard way. This guide will discuss various aspects of identifying a PMI standard to
vendors providing healthcare applications to the contemporary healthcare enterprise.

1. Scope

1.1 This guide defines interoperable mechanisms to manage
privileges in a distributed environment. This guide is oriented
towards support of a distributed or service-oriented architec-

ture (SOA) in which security services are themselves distrib-
uted and applications are consumers of distributed services.

1.2 This guide incorporates privilege management mecha-
nisms alluded to in a number of existing standards (for
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